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Foreword

Two factors in the developing world, namely rising Internet usage rates and per-
sistent poverty, have fostered the emergence of a new and rapidly growing form of
online child sexual exploitation. Webcam Child Sex Tourism (WCST), as it was
coined some 5 years ago, was identified as a practice whereby men from wealthier
parts of the world pay money to children in developing countries to perform sex-
ually explicit shows in front of a webcam.

At a time when WCST was not really present on the radar of law enforcement as
a criminal activity, Terre des Hommes, working with former teenage prostitutes in
the Philippines, picked up numerous signals that the phenomenon was spreading
like an epidemic in the slums of Manila and Cebu. Recognizing the latter’s sig-
nificance, we realized that focusing exclusively on rescuing victims—our tradi-
tional role—was insufficient. A shift in our strategy was required, namely to move
the focus of our work from the “supply” side of the problem to the “demand” side.
The euphemistically named “clients” or “customers” are perpetrators who recog-
nized years ago the potential of the Internet to live-stream sex shows involving
children, evidence of which would disappear the moment the connection was
broken, rendering arrest or prosecution virtually impossible.

The demand for live online sexual contact with children has grown exponentially
over the past 5 years. Terre des Hommes now maintains the only way to take on this
sordid industry is to go after the users themselves by tracking them online.

Therefore, in 2013, Terre des Hommes initiated the Sweetie Project. It aimed to
draw attention to the scale of the online sexual exploitation of children and
demonstrate that the identification of potential child abusers is relatively simple. By
using computer animation technology, a virtual 10-year old Philippine girl was
created, which allowed researchers to identify one thousand predators from no less
than 71 countries within 10 weeks, using information obtained online in the public
domain such as Facebook or Yahoo accounts. This fact alone illustrates that the
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average online abuser feels largely unthreatened by any exposure of their criminal
activity.

“The moment you go online, pretending to be a child from the Philippines, they
jump at you, hundreds of them,” as one of the researchers on the Sweetie Project
stated at the time. According to an estimate by the FBI confirmed by the UN, there
are some 750,000 individuals online at any given moment, seeking to engage
children in sexual activities. However, at the time of our first research efforts we
could only document six successful prosecutions worldwide. Obviously, law
enforcement is ill equipped trying to apply twentieth-century-based laws and
practices to this twenty-first-century form of serious crimes against children.

At the culmination of the Sweetie Project, the files of the 1,000 perpetrators were
handed over to the Dutch desk at Europol for distribution to member states and
beyond. Sweetie became world news for months. As far as we know, arrests and
convictions have taken place in countries such as Australia, Belgium, Denmark, the
Netherlands, Poland, and the UK. The issue is now in the public domain, laws are
under review in some countries and law enforcement has acknowledged the seri-
ousness of what is generally now described as “the live streaming of child sex
abuse.” However, there is growing concern expressed by several police forces that
“we cannot arrest our way out of this problem.” It is simply too big.

Terre des Hommes advocates a more proactive approach, preventive in nature, to
tackle the demand side of WCST. With this in mind, we developed “Sweetie 2.0”
software to intercept, identify, and deter individuals who use the internet to sexually
abuse children. The updated chatbots enable their administrators to monitor larger
parts of the Internet to locate and identify (potential) predators, and to subsequently
send them messages that warn of the legal consequences should they proceed.
According to research conducted by forensic psychologists, some 25% of men (one
in four!) who begin by watching child pornography will then move on to hands-on
child sexual abuse. Early intervention, the objective of Sweetie 2.0, could play a
significant role in preventing this outcome.

Applying such investigation tools, however, raises serious legal questions. Will
law enforcement be allowed to apply these innovative new technologies? What
about issues of entrapment or the protection of privacy? Can live-streaming be
regarded as a criminal offense in the first place? Not simple questions; difficult to
answer and compounded by differences in judicial practice between countries.

It is, therefore, with great pleasure that we welcome this book, the outcome of a
joint research initiative by Leiden University’s Center for Law and Digital
Technologies (eLaw) and Tilburg University’s Institute for Law, Technology, and
Society (TILT). The team involved took on the study of this new and challenging
phenomenon in order to unravel these complicated legal issues in a concise and
readable(!) manner, and to provide much needed answers where possible and
prudent.
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It is no mean feat, for which we at Terre des Hommes are genuinely grateful. We
hope you enjoy reading it with the same enthusiasm with which it was conceived
and put together.

The Hague, The Netherlands Hans Guyt
Team Leader, Sweetie Project Terre

des Hommes NL
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